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[bookmark: _GoBack]New in this Release
· Some command line signing properties have been simplified (See Detailed Signing Properties)
· Authenticode time stamping is now enabled, along with related command line properties. 

For more information about time stamping see: Time Stamping Authenticode Signatures

· Cross certificates have been added to the kit in the "Windows Kits\8.0\Cross Certificates" directory. If your signing certificate uses a cross-certificate which is not included, copy it to that location to enable production signing.

For more information about cross certificates see: Cross-Certificates for Kernel Mode Signing
Known Issues 

1. On the command line, TestCertificate and ProductionCertificate property values may be case sensitive. 
To work around:
Specify the values for the properties in upper case

2. Driver signing fails with password protected PFX files.
To work around:
Import the PFX to user personal certificate store.

Test Signing - From the IDE
Note: If you do not specify a test certificate, a generated test certificate will be used.

1. Open Driver Project Properties (not solution properties)
1. Select ‘Driver Signing’ from ‘Configuration Properties’
1. Set ‘Sign Mode’ property to Test Sign
<Optional>
1. Select an existing test certificate or manually generate a new test certificate from the ‘Test Certificate’ property
Test Signing – From the Visual Studio Command Prompt
Note: If you do not specify a test certificate, a generated test certificate will be used.

1. Change directory to your project directory (the directory in which your project/solution files reside)
1. In addition to other MSBuild parameters, set the SignMode property to TestSign. For example:
msbuild.exe /p:Configuration=”Windows 8 Debug” /p:Platform=x64 /p:SignMode=TestSign 
 
Production Signing – From the IDE

1. Open Driver Project Properties (not solution properties)
1. Expand ‘Driver Signing’ from ‘Configuration Properties’
1. Select ‘Production Sign Settings’
1. From the ‘Production Certificate’ property dropdown, pick ‘Select From Store’
1. Select your desired production signing certificate from the Select Certificate dialog. Note: If you do not see a certificate in this dialog, see Known Issues.
1. From the ‘Driver’ menu, select ‘Build and Production Sign Solution’
-or-
	Right click your project in the Solution Explorer and selection ‘Build and Production Sign’
Production Signing – From the Visual Studio Command Prompt

1. Change directory to your project directory (the directory in which your project/solution files reside)
1. In addition to other MSBuild parameters, set the following properties
1. /p:SignMode=ProductionSign
1. /p:ProductionCertificateSubjectThumbprint=”<your certificate thumbprint>”. For example:
Msbuild.exe /p:Configuration=”Windows 8 Release” /p:Platform=x64 /p:SignMode=ProductionSign /p:ProductionCertificate=”89AB788C7CFC376CB8C3506E43E0F7E058508729” 

Detailed Signing Properties (for msbuild command line usage)
The CertificateFilePath, TestCertificateSubjectThumbprint, and ProductionCertificateSubjectThumbprint properties have been removed and replaced with the TestCertificate and ProductionCertificate properties.

1. SignMode – Indicates what sort of sign task should be run. Valid values are as follows.
· ProductionSign – Run the production signing task. Attempts to sign with the production certificate specified. Certificate must be specified with either the ProductionCertificateSubjectThumbprint property or the CertificateFilePath property.
· TestSign – Run the test signing task. Test signs with a user specified test certificate, or signs with an automatically created test certificate if a test certificate was not specified. 
· Off – Signing tasks will not be run

2. TestCertificate – Can specify a path to a PFX or .cer file, or the 20 byte hex thumbprint of the test certificate to use. The thumbprint is specified as a hex string with no spaces between bytes and no hex identifier. 
Examples: 
/p:TestCertificate=”89AB788C7CFC376CB8C3506E43E0F7E058508729”
/p:TestCertificate=”\\certificate\share\testcert.cer”

Note that password protected PFX files are not supported for test signing.

3. ProductionCertificate - Can specify a path to a PFX or .cer file, or the 20 byte hex thumbprint of the production code signing certificate to use. The thumbprint is specified as a hex string with no spaces between bytes and no hex identifier. If a password protected PFX is specified, a password must be provided via the Password property (although this property is not currently enabled).
Examples:
/p:ProductionCertificate=”89AB788C7CFC376CB8C3506E43E0F7E058508729”
/p:ProductionCertificate=”\\Secure\CertificateShare\MyCodeSigningCert.pfx”


4. Password – The password for a password protected PFX file. Not yet implemented.

5. TimestampServer – The URL for timestamping server. 

It is highly recommend that production drivers be signed and the signature time stamped. Customers’ devices using a driver that is not time stamped will stop working when the original signing certificate expires.
Example:
/p:TimestampServer=”http://timestamp.verisign.com/scripts/timstamp.dll” 



  



